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Example: Ransomware

Your personal files are encrypted!
® Howto_Restore_FILES.TXT - Notepad Q@@
File Edit Format Yiew Help
0000000000000000000000000000000000000000000000
NOT YOUR LANGUAGE? USE https://translate.google.com
what happened to your files ?

A1l of ¥our files were protected by a strong encryption with RSA-4096.
More information about the encryption keys using RSA-4096 can be found

How did this happen 7
111 specially for your PC was generated ﬁersona1 RSA-4096 KEY, both pub

111 ALL YOUR FILES were encrypted with the public key, which has been t
pecrypting of your files is only possible with the help of the private

what do I do ?
So, there are two ways you can choose: wait for a miracle and get your
If vou have really valuable data, you better not waste your time, becau

For more specific instructions, please visit your personal home page, t
1. http://vrdd63xcepsdl2cd. crsoftware745. com/FAGB654F59A1555E

2. http://vr6?2curb2kcidou.expay34.com/FA6B654F59A1555E

3. http://tsbfdsv. extrémchf. com/FA6B654F5941555E

4. https://o7zeip6us33igmgw.onion. to/FAGB654F58A1555E

If for some reasons the addresses are not available, follow these steps «
< ?
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Vendor Risk Assessments

PREVENTIVE: PROACTIVE:

After A Crisis Or Breach Pre-Breach Exposure Assessment
LemonfFish finds all breached data and LemonFish works as a risk-assessment
exposed data that is ripe for breach. By partner to help clients proactively
examining your data post-breach, you protect against a data breaches. Our

get better data governance and data Automated Data Breach Report assesses
classification and can fine tune data-loss exposure on the open, deep, and dark
prevention tools so they are monitoring web and ranks data by importance to the
your most important, sensitive data. client, the file type, where it was found,

and how long it has been exposed.

REACTIVE:
Finding Data After A Breach

LemonFish is your data analytics partner,
working in rapid-response mode to find
breached data that belongs to you, your
vendors, partners, and clients, as well as
regulated data.
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Average Time
Before Detection:
200 Days
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Legal Assessment of Cyber Risks
Introduced by Vendor Relationships
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Vendor Management

Phase I: Due Phase ll: Contract @l Phase lll: Ongoing
Diligence Negotiation Monitoring
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Levels of Vendor Assessment

* Factors to consider:
— Size
— Type of Data
— Industry sector
— Regulatory framework

Do you lower standards? When?
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Vendor Problems

* How significant is the vendor problem?
* How do organizations solve it?

* What are some red flags to consider?
 How should you handle legacy vendors?
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Underwriter Perspectives

* Questions the Market is, and * Mitigating the Aggregation of
is not, asking Vendor Risk

* Vendor Contracts and —_—
Indemnification

* The future of understanding
39 and 4t party
dependencies

Cloud Service Provider
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DHS Safety Act
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Final Takeaways
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