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•  Introduction to Intrusion Detection Systems (IDS) 
•  Reasons many organizations FAIL to detect 

security incidents 
•  Benefits and ongoing challenges of IDS 
•  Determining Client’s Capabilities – Handling 

Issues v. Check Box Approach 
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Introduction to IDS 
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•  Known v. Unknown Threats 
•  Implementation 
•  Human Element v. Automated 
•  Governance & Compliance 

Pre-Incident Considerations 
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•  Responding to the Incident 
–  Incident Triage 
–  Validation 
–  Scope of Incident 
–  Containment/Isolation 

•  Adjustments  

–  Remediation 

Ongoing Incident Considerations 
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Post-Incident Considerations 
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•  Lessons Learned 
–  IDS Implementation 
–  Training/Awareness 
–  Policies/Procedure Review 

•  Intelligence Obtained 
–  What could we have done differently up front? 
–  Utilize new intelligence to reduce future risk 

 

Post-Incident Considerations 
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