
Cross Border Data 
Breach Response 

1	
  



Speakers 
Ted	
  Augus)nos,	
  moderator	
  
Partner	
  
Locke	
  Lord	
  
	
  
	
  	
  
	
  
Alex	
  Cameron	
  Fasken	
  
Partner	
  
Fasken	
  Mar1neau	
  
	
  
	
  
	
  
Bo	
  Holland	
  
CEO	
  
	
  AllClear	
  ID	
  
	
  
	
  

James	
  Creasy	
  
Class	
  Underwriter	
  

Novae	
  
	
  
	
  
	
  

Shannon	
  Groeber	
  
Senior	
  Vice	
  President	
  

	
  JLT	
  
	
  
	
  
	
  

Dr.	
  Thomas	
  Rothärmel	
  
Munich	
  Re	
  



EU General Data Protection Regulation (GDPR) 
Implications 

3	
  

Klicken	
  Sie	
  auf	
  das	
  Icon	
  in	
  der	
  MiHe,	
  um	
  ein	
  Bild	
  einzufügen.	
  



4	
  

Highlights	
  

	
  
I.	
  Objec)ve:	
  
	
  

	
  
	
  
	
  
Update	
  and	
  harmonise	
  EU	
  data	
  protec1on	
  law	
  	
  
(now:	
  28	
  different	
  laws	
  and	
  28	
  independent	
  data	
  protec1on	
  authori1es)	
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II.	
  Territorial	
  scope:	
  	
  
1.	
  Ac1vi1es	
  of	
  an	
  establishment	
  of	
  a	
  controller	
  or	
  a	
  processor	
  in	
  EU,	
  
	
  
	
  
	
  
2.	
  If	
  controller	
  or	
  processor	
  does	
  not	
  reside	
  in	
  EU,	
  if	
  processing	
  is	
  related	
  to:	
  
	
  	
  	
  	
  -­‐	
  offering	
  of	
  goods	
  or	
  services	
  to	
  subjects	
  in	
  EU	
  (new!	
  	
  =	
  expanded	
  scope	
  of	
  
applica1on)	
  
	
  	
  	
  	
  -­‐	
  monitoring	
  of	
  behavior	
  of	
  subjects,	
  limited	
  to	
  behavior	
  in	
  EU	
  	
  
	
  
	
  

Highlights	
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III.	
  Applicable	
  26	
  May	
  2018	
  	
  	
  

Highlights	
  

	
  
•  Compulsory	
  no)fica)on	
  of	
  data	
  protec)on	
  authori)es	
  in	
  case	
  of	
  data	
  breaches	
  

	
  •  Compulsory	
  no)fica)on	
  of	
  vic)ms:	
  Only	
  if	
  data	
  breach	
  is	
  “likely”	
  to	
  result	
  in	
  a	
  “high	
  risk”	
  to	
  
rights	
  and	
  freedoms	
  of	
  natural	
  persons	
  

•  A	
  number	
  of	
  exemp)ons	
  	
  (e.g.	
  “when	
  dispropor)onate	
  effort	
  required”)	
  	
  

	
  
III.	
  For	
  the	
  first	
  )me	
  in	
  all	
  EU	
  member	
  states:	
  	
  
	
  	
  	
  	
  	
  No)fica)on	
  obliga)ons	
  in	
  case	
  of	
  personal	
  data	
  breaches	
  
	
  

	
  
	
  
III.	
  Applicable	
  26	
  May	
  2018	
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IV.	
  New	
  obliga)ons	
  for	
  Data	
  Controllers	
  and	
  Processors	
  
	
  

VI.	
  Right	
  to	
  compensa)on	
  and	
  damages	
  broadened	
  

Highlights	
  

V.	
  Dras)c	
  fines	
  in	
  case	
  of	
  infringements	
  of	
  up	
  to	
  4%	
  of	
  global	
  annual	
  turnover	
  



Canada: Key Developments 
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•  New	
  breach	
  no1fica1on	
  provisions	
  
•  Unprecedented	
  li1ga1on	
  ac1vity	
  
•  Emerging	
  regulatory	
  guidance	
  
•  Cross	
  border	
  response	
  issues	
  



New breach notification provisions 
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•  No)ce	
  to:	
  Commissioner,	
  individuals	
  &	
  others	
  	
  
•  Threshold:	
  “real	
  risk	
  of	
  significant	
  harm”	
  
•  Form:	
  direct	
  no1ce	
  is	
  default	
  
•  Timing:	
  “as	
  soon	
  as	
  feasible”	
  
	
  



New breach notification provisions 
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•  No1ce	
  must	
  contain	
  sufficient	
  informa1on:	
  	
  
•  to	
  allow	
  an	
  individual	
  to	
  understand	
  the	
  significance	
  of	
  the	
  

breach	
  to	
  them,	
  and	
  	
  
•  to	
  take	
  steps,	
  if	
  possible,	
  to	
  reduce	
  the	
  risk	
  of	
  harm	
  or	
  

mi)gate	
  it,	
  and	
  	
  
•  any	
  other	
  prescribed	
  informa1on	
  



New breach notification provisions 
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•  Record	
  keeping:	
  
– Organiza1ons	
  must	
  keep	
  a	
  record	
  of	
  every	
  breach	
  
– Commissioner	
  may	
  obtain	
  all	
  breach	
  records	
  

•  Informa1on	
  sharing/publica1on	
  
•  Offences	
  and	
  fines	
  up	
  to	
  $100,000	
  



Unprecedented litigation activity 
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Unprecedented litigation activity 
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•  Lozanski	
  v.	
  Home	
  Depot,	
  2016	
  ONSC	
  5447:	
  

“The	
  case	
  for	
  Home	
  Depot	
  being	
  culpable	
  was	
  specula)ve	
  at	
  the	
  
outset	
  and	
  ul1mately	
  the	
  case	
  was	
  proven	
  to	
  be	
  very	
  weak.	
  The	
  
real	
  villains	
  in	
  the	
  piece	
  were	
  the	
  computer	
  hackers,	
  who	
  stole	
  the	
  
data.	
  Aler	
  the	
  data	
  breach	
  was	
  discovered,	
  there	
  was	
  no	
  cover	
  
up,	
  and	
  Home	
  Depot	
  responded	
  as	
  a	
  good	
  corporate	
  ci1zen	
  to	
  
remedy	
  the	
  data	
  breach.	
  …”	
  



Unprecedented litigation activity 
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•  Canada	
  v.	
  John	
  Doe,	
  2016	
  FCA	
  191:	
  
	
  
“At	
  best,	
  the	
  material	
  facts	
  pleaded	
  support	
  the	
  no1on	
  that	
  
an	
  isolated	
  administra)ve	
  error	
  was	
  made.	
  This	
  is	
  a	
  far	
  cry	
  
from	
  the	
  situa1on	
  in	
  Tsige,	
  where	
  a	
  bank	
  employee	
  accessed	
  
private	
  financial	
  informa1on….	
  Here,	
  there	
  are	
  no	
  material	
  
facts	
  pleaded	
  to	
  support	
  an	
  allega1on	
  of	
  bad	
  faith	
  or	
  
recklessness.”	
  



Emerging regulatory guidance 
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•  Recent	
  weeks/months:	
  
– CSA	
  Staff	
  No1ce	
  11-­‐332:	
  Cyber	
  Security	
  
– MFDA	
  Bulle1n	
  0690–C:	
  Cybersecurity	
  
– OSFI	
  Report	
  on	
  Plans	
  and	
  Priori1es	
  
–  IIROC	
  cybersecurity	
  “report	
  cards”	
  



Cross border response issues 
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•  Unique	
  no1ce	
  and	
  federal/provincial	
  
jurisdic1on	
  issues	
  

•  Cross-­‐border	
  transfers	
  may	
  be	
  prohibited	
  or	
  
restricted	
  (even	
  in	
  an	
  inves1ga1on/response)	
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10/18/16	
  

Proprietary	
  &	
  Confiden1al	
  AllClear	
  ID	
  

•  Cyberattacks continue to accelerate 

56M Records 
78M 

Records 

40M 
Records 

5M Records 

24M Records 

8M Records 
210K Records 

114K Records 

130M 
Records 

100TBs 

76M Records 

Sources:	
  2015	
  PWC	
  Global	
  State	
  of	
  Informa1on	
  Security	
  Survey;	
  Iden1ty	
  Thel	
  Resource	
  Center	
  

78M Records 3M Records 
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1M Records 

OPM	
  
21M Records 

–	
  

–	
  

–	
  

–	
  

–	
  

–	
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10/18/16	
   Proprietary	
  &	
  Confiden1al	
  AllClear	
  ID	
   18	
  

Expect 
more like this… 

Scared	
  Customers	
   Execu1ve	
  Accountability	
   Open	
  House	
  for	
  Regulators	
  

“Samsung’s	
  Exploding	
  Note”	
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CYBER	
  INSURANCE	
   ATTORNEY	
  	
  
	
  

FORENSICS	
   CUSTOMER	
  
RESPONSE	
  

PRE-­‐BREACH	
  
Underwrite,	
  Sell	
  &	
  
Service	
  Cyber	
  

Policy	
  

Create	
  Incident	
  
Response	
  Plan	
  

Set	
  up	
  the	
  
Environment	
  &	
  
Protocols	
  for	
  
Inves1ga1ons	
  

Forecast	
  demand,	
  
plan	
  the	
  customer	
  
response,	
  reserve	
  
the	
  manpower	
  &	
  
infrastructure	
  

ACTIVE	
  BREACH	
   Manage	
  the	
  Claim	
  
Manage	
  the	
  Event	
  
&	
  Determine	
  if	
  
No1fiable	
  

Inves1gate	
  &	
  
Determine	
  if	
  there	
  
is	
  a	
  Breach	
  and	
  

who	
  was	
  Affected	
  

Provide	
  
No1fica1on,	
  Call	
  
Center	
  &	
  ID	
  
Protec1on	
  

IT	
  REQUIRES	
  A	
  SPECIAL	
  
	
  OPERATIONS	
  TEAM	
  



PILLARS	
  OF	
  ALLCLEAR	
  RESERVED	
  RESPONSE	
  

Do	
  you	
  have	
  what	
  it	
  takes	
  to	
  serve	
  your	
  	
  
Customer	
  Demand?	
  

Manpower	
  
Experts	
  to	
  respond	
  to	
  your	
  
customers’	
  ques1ons	
  and	
  

manage	
  escala1ons	
  

Infrastructure	
  	
  
To	
  communicate	
  and	
  

mi1gate	
  the	
  risk	
  of	
  iden1ty	
  
thel	
  

Guarantees	
  
That	
  these	
  resources	
  are	
  

ready	
  to	
  deploy	
  the	
  moment	
  
you	
  need	
  them	
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