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Why We Are Here Today?

*»* Law enforcement globally has received complaints from
victims in every U.S. state and in at least 79 countries.

*¢* From October 2013 through February 2016, law enforcement
received reports from 17,642 victims.

¢ This amounted to more than $2.3 billion in losses.
** Dominant players, China, Russia, Ukraine
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Introduction to Social Engineering

+* Definitions:
— Hacking
— Phishing
— Ransomware
— Extortion and bullying
¢ Typical discovery of the problem
¢ Examples
+ Statistics
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According to the Internet Crime Complaint Center (IC3), FBI Los Angeles territory
average estimated loss in 12 month period from 2014 to 2015 was $14.6 Million
USD PER MONTH

Average bank robbery loss in 2014 for the entire US was $2.4 million per month
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Crime Stats & Examples

*»* Industries at risk (biggest targets, most vulnerable)
** Who are the attackers

** Monetary demands and payouts, “should we pay?”
¢ Bitcoin

¢ Have businesses failed as a result?

¢ Stories....
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Business Email Compromise

** Subjects impersonate a business person and then
direct the financial department/person to wire
money on the pretense of a legit business deal

— Not covered by the Financial Institution or insurance : :
phishing

** Subjects are also conducting various other INTERNET-

ENABLED crimes including Romance Fraud, especially
targeting Elders, Lawyer Scams, IRS Fraud, etc
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BEC Flavors

>

D)

* Impersonates the CEO
— Fake domain or spoofing of domains

)

¢ Intrusion and then send out invoices with fraudulent wiring

instructions
% W-2
+» Compromise real estate companies and steal YOUR ESCROW ‘;‘,)

«* Many more to come
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Ransomware Versus BEC

T e e e

Average Loss $200 to $10,000* $130,000
Annual Loss (2015) $24 Million* $1.3 Billion
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Sample Phishing Emails

eoe == shared "Deed of Confidentiality Parramatta POA - Contractor 280916". ® O . =1 contract ece USAA: Review Your Account
« @« > e~ « @ > =3 P
¢ 4
© W (via Dropbox) 2016 at 7:15 PM S = v ® USAA September
To To:
shared "Deed of Confidentiality Parramatta POA - Contractor 280916" A - USAA: Review Your Account
with you @ S ——— e =n 29, 6 at 12:24 PM
To:
1 contract USAA SECURITY ZONE

a

USAA# ending in: ******

/.

@e1v
Our lawyer confirmed everything is ok. Dear Usaa Member,
All we need now is your stamp on the contract.
In an effort to safeguard your information
. _— We have attached a CODY, USAA helps to actively protect and monitor your account in multiple ways. Our
_ t invited you to view the file "Deed of Confidentiality .

monitoring systems detect that your profile or your identity may have been

Parramatta POA - Contractor 280916.zip" on Dropbox. Thank you compromised.

L We are constantly developing new security features so that you can be a member of

a more secure world.

"Antached is the confidentiality deed for QRS — if you could fill out and Here’s what you need to do:

return as soon as possible and I'll tee up a time 10 catch up on either For immediate and continious access to restore your account now follow
Www.usaa.com/protecfion >

Wednesday or Thursday &

Regards contract_82231566.doc and follow the prompt_1P://www.hostit385.com/server/com.php_, wil| be responsible for

— any unauthourize use of your account now or in the future.
We value your business and the opportunity to serve all your financial needs.
We want to make sure you have the best possible experience with our products
View file and services.

Thank you,
USAA

Enjoy!

©2016 USAA
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Sample Ransom Notices

html

C'  [3 file:///C:/Users/User/Desktop/_HELP_instructions.html

Dng*4_tom-tmmntggo

!l IMPORTANT INFORMATION !!!!

All of your files are encrypted with RSA-2048 and AES-128 ciphers.
More information about the RSA and AES can be found here:

http://en.wikipedia.org/wiki/RSA tosystem)

: ikipedi i e et G

Decrypting of your files is only possible with the private key and decrypt program, which is on our secret server.

To receive your private key follow one of the links:
1. http://
2. http:/
3. http://

If all of this addresses are not available, follow these steps:
1. Download and install Tor Browser: https://wwu.torproject.org/download/download-easy.html
2. After a successful installation, run the browser and wait for initialization.
3. Type in the address bar: 25z5g623wpgpdwis.onion/F61242A1A24B711E
4. Follow the instructions on the site.

!l Your personal identification ID: F61242A1A24B711E !!!

ANT INFORMATION !!1!

) are encrypted with RSA-2048 and AES-128 ciphers.
More information about the RSA and AES can be found here:
http://en.\ ”!Iklde\d org/wiki/RSA_(cryptosystem)
/ Advanced_Encryption_Standard

Decryptmg of your files is only possible with the private key and decrypt program, which is on our secret server.
eive your private key follow one of the links:

1. http:// . .tor2web.org/
2. http:// .onion.to/

If all of this addre:

es are not available, follow these steps:
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1. Download and install Tor Browser:
2. After a successful installation, run tl

https://www.torproject.org/download/download-easy.html
the browser and wait for initialization.

. Type in the address bar: 5n7y4yihirccftc5.onion/44059EAAB377B4E1

2
2
4. Follow the instructions on the site.

I Your p nal identification ID:
+r=g*GFE_ g9
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Sample Phishing Emails

@ O @ [ Account (A=) De-activation in progress confirm to continue eoe Ploase verity your acoount Amazon com eoe Please update your Account Information
N N > (=1 .52 « « > =3 O « « > olr-
© Paypal Octover 4
@ Mail Administaror ® Amazoncom & Septambe o

. To. Please update your Account Information
Please verify your account Amazo n

Account (s =) De-activation in progress confirm to continue

amazoncom Manage Your s ave Store | Your O
There Is An Issue With Your Payment Method

Costumer Piease read the updates o the PayPal Us

' PayPal

S Hello,
erver Message ;
o
g ot Lo — Notice of changes to the PayPal
You can help us resolve this issue by replying to this message with the billing name, U t
You ol ke ey i o i ser Agreemen
b eto Gosumer
ear . . — —
Update your payment method - We're constantly working to make Pa) simpler and more convenient for our customers.
Our record indicates that you recently made a request to deactivate email And this request This means that from time to time v make changes to the terms of our User Agreement.
will be processed shortly. To make sure you are always informed we have posted recent updates on our website.
1 this request was made accidentally and you have no knowledge of it, you are advised to Sign in to your Manage criptions page to change your payment method, billing or shipping address and to view the total .
cancel the request now y ‘amount of your subscription deliveries. What do I need to do
« Click here or type paypal.com/Support/Update-My-Account/ into a new browser window, go
Cancel De-activation Amazon.com how the changes to our User Agreement will become effective
you can take on the Policy Update page.
However, if you do not cancel this request, the your account will be de-activated shortly
and all your email data will be lost permanently. & note that the current User Agreement will apply until these changes take effect.
Regards. Yours sincerely,

Email Administrator T PayPal

Help Contact Security
This message is auto-generated from E-

“This email is meant for

ail security server, and replies sent to this email can not be del
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Crime Examples

¢ US company (hame was withheld) lost $100mil to CEO Fraud.
Only S74mil was recovered

¢ Leoni AG was duped out of S44mil by CEO fraud
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Who Is Doing What?

L)

<

* Foreign governments

» Competitors stealing

— P

— Transaction/M&A Information
— Technology

Crime syndicates
Planted employees?
Planted malware?
Ransomware and Bitcoin

(R )

L)

L)

A/ A/ A/ A/
0‘0 0‘0 0‘0 0‘0
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Turn-Key Cyber Attack

80%

of cyber-attacks are driven
by organized crime rings,
in which data, tools, and
expertise are widely shared.
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Insurance Implications

4

)

» Crime vs Cyberliability

* Intentional Acts/Authorized Actors

» Stolen information of others?

* Coverage Triggers

Insurable Interests

» Exclusions and Sublimits

Is Ransomware a threat of harm or ongoing security event?

(R )

)

L)

<

)

L)

o’

e

*

o’

e

*
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Spectrum of Theft and Insurance

+* Bank robber (in person)
% Phone impersonation, inducing voluntary movement of money

% Email impersonation (fake, spam, phishing email) , inducing
voluntary movement of money

% Email hacking impersonation (email account takeover) , inducing
voluntary movement of money

% Hacking to divert payments (changing payment destination account
numbers)

» Hacking to create payment instructions

H
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Risk Management

+* Can social engineering be avoided?

¢ Benefits of training

** Employee scrutiny

** Software and Hardware

** Recommendations from Law Enforcement
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