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Ongoing Challenges:

Protecting wide array of info assets within many nodes!
Employees duped by Phishing!
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NetDiligence® 2016 Cyber Claims Study

HIGHLIGHTS OF FINDINGS —

®* Sample size = 176 claims
Detailed partner report now inside your eRiskHub®

® Per Breach Costs

$17,035

* Average breach cost: S665K

Comment: more representative of ‘main street’ than Wall St,
SMEs = 87% of claims.

* Large Co: S6M (up from last year)
* Healthcare: S§717K

® Per Record Costs

* Average per-record cost: S17K* (median cost: 540)

*Spiked avg due to 3 big ‘outlier’ claims; one was over a S1M per record! 36 szea  S307 oo e

* Cost Range: $0.03-S1.6M (pennies to million+) ]

AVERAGE COST PER RECORD
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NetDiligence® 2016 Cyber Claims Study

HIGHLIGHTS OF FINDINGS —

M 201
M 2012

® Crisis Services Costs

2013
(forensics, legal counsel, notification & credit monitoring)

M 2014
M 2015

» Average cost: S357K (Median: $43K)

* Breach Coach® lawyers helping control crisis costs

® Legal Costs
(defense & settlement)

* Average cost of defense: S130K (Median: S16K)

* Average cost of settlement: S815K (Median: S250K)

AVERAGE CRISIS SERVICE COSTS
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NetDiligence® 2016 Cyber Claims Study

HIGHLIGHTS OF FINDINGS —

Phishing (N=8)
All occurred at organizations < $2B Revenue
Professional Services most affected (3 of 8 incidents)
Average # of records lost: 510
Average breach cost: $123K (Median: S62K)

Ransomware (N=6)
All occurred at organizations < $300M Revenue
Cause of loss was primarily Malware/Virus (83%)
Average breach cost: $32K (Median: S26K)
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Percentile Tables

(aka actuary eye candy)
Available exclusively for
eRiskHub® licensors and
their clients

TOTAL DATA BREACH COSTS

(N=172)

Flrst

Second

Third

Fourth

Min 290
1.0% 642

13,374
30.0% 19,240
37,243
59,978 Median
91,979
146,201
213,414
309,410

Average
1,606,275
3,428,682
6,976,000

99.0% 10,432,390
Max 15,000,000
Standard Devlation 2,026,915

Coefficient of Variance 3.05
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NetDiligence® 2016 Cyber Claims Study

HIGHLIGHTS OF FINDINGS —

TOTAL CLAIMS PAYOUTS COSTS
(N=161)

Min 1,000
1.0% 1,114

First

Second

Third

Fourth

Standard Devlation

11,640
30.0% 13,455
27,790
48,830
70,000
114,788
178,000
PEIIEE]

Average

981,695
95.0% 2,500,000
97.5% 5,500,000

99.0% 7,859,400
Max 10,000,000

1,465,669

Coefficlent of Varlance 2.96



NetDiligence® 2016 Cyber Claims Study

HIGHLIGHTS OF FINDINGS —

COMPARING 2016 TO PRIOR YEARS

Average # of Records Exposed & Cost by Type (in millions)
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NetDiligence® 2016 Cyber Claims Study

HIGHLIGHTS OF FINDINGS —

W PCl
M PHI
PIl
B Non-Card Financial
M Trade Secrets
l Other
M Unknown or N/A

B Hacker
M Malware/Virus
Lost/Stolen Laptop/Device
H Other
M Staff Mistake
M Paper Records

M Rogue Employee
M System Glitch

B Theft of Money

M Theft of Hardware

PERCENTAGE OF CLAIMS BY DATA TYPE

(N = 176) PERCENTAGE OF CLAIMS BY CAUSE OF LOSS

(N =176)
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NetDiligence® 2016 Cyber Claims Study

HIGHLIGHTS OF FINDINGS —

M Entertainment M (01) Nano-Rev (<$50M)

M Financial Services M (02) Micro-Rev ($50M-$300M)
Gaming & Casino J (04) Small-Rev (5300M-$2B)

B Healthcare B (05) Mid-Rev ($2B-$10B)

B Hospitality M (07) Large-Rev ($10B-$100B)

B Manufacturing Il (08) Mega-Rev (> $100B)

B Media M (99) Unknown

B Non-Profit

B Professional Services

M Restaurant

M Retail

B Technology

Ml Telecommunications
M Other

PERCENTAGE OF CLAIMS BY BUSINESS SECTOR PERCENTAGE OF CLAIMS BY REVENUE SIZE
(N=176) (N=176)
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Who are the Threat Actors?

100%

80% Partner
Internal
60%
Collusion
40% External
20%
0%
2010 2011 2012 2013 2014 2015
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Victim Demographics

70%
of attacks show a
secondary victim

75%
spread from

victim 0...1 within
one day

No locale, industry
or organization is
bulletproof when

it comes to the
compromise of data.
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Industry

Accommodation (72)
Administrative (56)
Agriculture (11)
Construction (23)
Educational (61)
Entertainment (71)
Finance (52)
Healthcare (62)
Information (51)
Management (55)
Manufacturing (31-33)
Mining (21)

Other Services (81)
Professional (54)
Public (92)

Real Estate (53)
Retail (44-45)

Trade (42)
Transportation (48-49)
Utilities (22)
Unknown

Total

Total

362
44

254
2,707
1,368

166
1,028

7

17
916
47,237

159
15
31
24

9,453
64,199

] '
'Y VRN

131

Unknown

143
35
3
5
209
2,688
1,208
120
972

103

883

258

37

24

21

9,339
16,270



Attacker Motivation

100%

Financial -

. Espionage
Fun

50%

Ideology
Grudge
Everything Else

25%

//\

2009 2010 2011 2012 2013 2014 2015

== LITIGATION
. CONFERENCES



Common Vulnerabilities
Dominate

Majority of attacks leveraging
vulnerabilities more than a year old!
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CVEs successfully exploited in 2015
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The Detection Deficit 100%

Time to Compromise

. . 75%
Time to Discover ’

The time to 67% 56% 55% 61% 67% 62% 67% 89% 62% 76% 62% 84%

compromise Is o
almost always
days or less, if not
minutes or less.

25%

% where “days or less”

0%
2005 2007 2009 2011 2013 2015
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Breach Discovery Methods a0t

60%
Law Enforcement

Third Party
Fraud Detection

. Internal

40%

0%
2005 2007 2009 2011 2013 2015
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You want it? They sell it...
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What does the future hold?

e Breaches beyond loss / theft of sensitive data...
* Internet of Things (loT) -- Estimated ~50B devices by 2020
* Industrial Control Systems (Phys. disruption & destruction)
* Medical Devices

+ Pirates? BuzzFeeDNEWS

How Pirates And Hackers Worked
Together To Steal Millions Of Dollars
In Diamonds

Late on a Friday afternoon in early 2015, Chris Novak got a strange call. As the
director of Verizon's investigative response team, he was accustomed to desperate
corporations dialing into the group’s 24-7 hotline to stanch the bleeding caused by
cybersecurity crises — credit card fraud, financial fraud, intellectual property theft.
“We operate an emergency room for IT and data breach emergencies,” Novak said.
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NetDiligence
RiskHub' BreachCoach

BreachPlan : .0
Connect QuietAudit

Thank you!

Mark Greisiger
NetDiligence®
Mark.Greisiger@NetDiligence.com
610.525.6383




