
Cyber Claims & 
Loss Update 

1	  



Speakers 
John	  Mullen	  (Moderator),	  Mullen	  Coughlin	  
Mark	  Greisiger,	  NetDiligence	  
Chris	  Novak,	  Verizon	  
Brendan	  Kelley,	  Chubb	  
Brian	  Robb,	  CNA	  
Rich	  Sheridan,	  Axis	  Insurance	  
	  



	  	  
Cyber	  Claims	  Study	  

highlights	  
6th	  annual	  

	  
	  



DNS Server Application 
Server 

  
Server 
Backup 

Network  
Attached  
Storage 

Wireless 
Router 

(Locked) 

Gb Switch 

Firewall 

Internet 

CLOUD 1 
Offsite 
Data  

Backup 

Field Users (Internal) 

Application  
Cloud 2 

VPN 
(Per User 

Permissions) 

Web Host 

Email Host 

Network 
Scanner 

Network 
Printer 

Cloud’s Cloud 

Ongoing	  Challenges:	  
-‐  ProtecFng	  wide	  array	  of	  info	  assets	  within	  many	  nodes!	  
-‐  Employees	  duped	  by	  Phishing!	  

Just	  
Phished	  



NetDiligence®	  2016	  Cyber	  Claims	  Study	  
––––––––––  HIGHLIGHTS  OF  FINDINGS  —–––––––––

•  Sample	  size	  =	  176	  claims	  
Detailed	  partner	  report	  now	  inside	  your	  eRiskHub®	  

•  Per	  Breach	  Costs	  
•  Average	  breach	  cost:	  	  	   	  $665K	  	  
	  	  	  	  Comment:	  	  more	  representa<ve	  of	  ‘main	  street’	  than	  Wall	  St,	  	  
SMEs	  =	  87%	  of	  claims.	  	  

•  Large	  Co: 	  $6M	  (up	  from	  last	  year)	  
•  Healthcare: 	  $717K	  

•  Per	  Record	  Costs	  
•  Average	  per-‐record	  cost:	  	  	  	  $17K*	  (median	  cost:	  $40)	  
*Spiked	  avg	  due	  to	  3	  big	  ‘outlier’	  claims;	  one	  was	  over	  a	  $1M	  per	  record!	  

•  Cost	  Range:	  	  $0.03-‐$1.6M	  (pennies	  to	  million+)	  
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•  Crisis	  Services	  Costs	  	  
(forensics,	  legal	  counsel,	  no<fica<on	  &	  credit	  monitoring)	  

•  Average	  cost	  :	  	  $357K	  	  (Median:	  $43K)	  

•  Breach	  Coach®	  lawyers	  helping	  control	  crisis	  costs	  
	  

•  Legal	  Costs	  	  
(defense	  &	  se\lement)	  

•  Average	  cost	  of	  defense: 	  $130K	  (Median:	  $16K)	  

•  Average	  cost	  of	  seGlement:	  	  	  $815K	  (Median:	  $250K)	  
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•  Phishing	  (N=8)	  
•  All	  occurred	  at	  organizaFons	  <	  $2B	  Revenue	  
•  Professional	  Services	  most	  affected	  (3	  of	  8	  incidents)	  
•  Average	  #	  of	  records	  lost: 	  510	  
•  Average	  breach	  cost:	  	  $123K	  	  (Median:	  $62K)	  
	  

•  Ransomware	  (N=6)	  
•  All	  occurred	  at	  organizaFons	  <	  $300M	  Revenue	  
•  Cause	  of	  loss	  was	  primarily	  Malware/Virus	  (83%)	  
•  Average	  breach	  cost:	  	  $32K	  	  (Median:	  $26K)	  
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PercenQle	  Tables	  
(aka  actuary  eye  candy)
Available  exclusively  for  
eRiskHub®  licensors  and  
their  clients
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#	  of	  Records	   Per-‐Breach	  Cost	   Crisis	  Services	   Legal	  Defense	   Legal	  SeGlement	  

Average	  #	  of	  Records	  Exposed	  &	  Cost	  by	  Type	  (in	  millions)	  

2014	   2015	   2016	  
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COMPARING 2016 TO PRIOR YEARS	  
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Who	  are	  the	  Threat	  Actors?	  
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VicQm	  Demographics	  
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70%	  
of	  aeacks	  show	  a	  
secondary	  vicFm	  

75%	  
spread	  from	  	  

vicFm	  0…1	  within	  
one	  day	  	  



AGacker	  MoQvaQon	  
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Common	  VulnerabiliQes	  
Dominate	  
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Majority of attacks leveraging 
vulnerabilities more than a year old! 



The	  DetecQon	  Deficit	  
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Breach	  Discovery	  Methods	  

17	  



You	  want	  it?	  They	  sell	  it…	  
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A	  lot	  of	  it…	  
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What	  does	  the	  future	  hold?	  

•  Breaches	  beyond	  loss	  /	  theh	  of	  sensiFve	  data…	  
•  Internet	  of	  Things	  (IoT)	  	  -‐-‐	  EsFmated	  ~50B	  devices	  by	  2020	  
•  Industrial	  Control	  Systems	  (Phys.	  disrupFon	  &	  destrucFon)	  
•  Medical	  Devices	  
•  Pirates?	  
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Thank	  you!	  
Mark	  Greisiger	  
NetDiligence®	  

Mark.Greisiger@NetDiligence.com	  
610.525.6383	  


