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Still, one in 10 companies with annual revenues of $100 
million or more, does not currently purchase cyber 
security and data privacy insurance. While this number 
is relatively small, it’s still troubling, given the high 
prevalence of cyber threats that exist for companies of 
all sizes in our survey. The companies surveyed ran the 
gamut of 10 industries, from manufacturing to real estate 
and educational services, yet nine in 10 respondents 
reported that they handle some kind of credit card 
information. This could include companies that don’t 
necessarily accept, process, or store credit card payments, 
but have credit card information related to employee 
expense accounts, for example, in their systems. More than 
seven in 10 respondents said that they offer a self-funded 
health plan to their employees, making them an especially 
attractive target for valuable personal information.

In the past, many companies felt they could turn to general 
commercial liability policies for coverage. However, most 
commercial general liability policies now have clear data 
breach exclusions, creating an even more compelling 
argument of the need for companies to secure specialized 
coverage.

When purchasing insurance, it goes without saying that 
most companies hope they never have to actually use it. 
Increasingly, however, many companies that purchase 
cyber and data privacy insurance are doing just that.

Nearly half (44%) of the companies surveyed that have 
cyber and data privacy insurance have filed a claim with 
their carriers. That’s the bad news. But, the good news is 
that nearly all the companies (96%) that have filed a claim 
are satisfied with their coverage and the handling of the 
claim.

These findings are just two of the many insights 
resulting from a 2015 study that Wells Fargo Insurance’s 
Technology, Privacy and Network Security Practice group 
for cyber and data privacy insurance commissioned. We 
surveyed 100 influential decision-makers (who work at 
companies with $100 million or more in annual revenue) 
to understand:

• The current levels of readiness for responding to a 
cyber or data privacy incident

• Perceptions of security and network vulnerabilities
• The challenges that companies face when purchasing 

cyber coverage 
In addition to purchasing insurance, the results show 
that most companies are implementing a variety of 
measures to better prepare for a cyber security or data 
privacy incident, including testing incident response 
plans and training employees; however, there is room for 
improvement. This white paper looks at some of the key 
findings of our survey.

Key findings

Cyber security and data privacy insurance 
ownership

Most companies have cyber security and data privacy 
insurance coverage, and CEOs are most frequently 
the decision-makers when it comes to purchasing the 
insurance. 

Today, most large businesses believe that cyber security 
risks are greater than other insurable business risks, 
such as natural disasters, business interruption, and 
fires.1 As the C-suite realizes how significant the risk is, 
they’re taking action. According to our survey, 85% of 
companies said that they purchase cyber security and data 
privacy insurance, and CEOs are the decision-makers for 
purchasing the insurance 43% of the time, followed by risk 
managers (20%), and CFOs (15%).
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Obtaining cyber security and data privacy insurance 
proved challenging for nearly all companies that have it.

For almost half of the companies purchasing cyber 
security and data privacy insurance, the biggest challenges 
to purchasing the coverage were finding a policy to 
fit the company’s needs (47%) or the cost (42%). The 
results reinforce the need for companies to work with an 
experienced insurance professional that uses a consultative 
approach to help them find the right coverage.

Over the last decade, the cyber insurance market has 
changed dramatically. Ten years ago, coverage was 
expensive and hard to get, but today, increased competition, 
robust claim data, and a larger pool of buyers have made 
network security and privacy liability insurance more cost-
effective and easier to obtain. Insurance carriers are meeting 
the growing client demand with enhanced insurance 
products. And, to differentiate themselves from the rest of 
the market, they have increased the amount and scope of 
services they offer. Cyber insurance remains a specialized 
product, and an experienced broker can negotiate tailored 
coverage with insurance carriers to meet each organization’s 
specific current and anticipated future needs. 
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have been satisfied with their coverage. Respondents who 
filed a claim noted that their carrier handled it well, and 
also that their policy had enough coverage for expenses 
and damages. 

These results seem to indicate a strong alignment 
between customer expectations about the insurance and 
their actual experience, and reinforce the importance of 
having a tailored policy that includes coverage for both 
first-party and third-party costs. First-party costs cover the 
actual expenses associated with the incident — such as 
notification costs, forensic investigation, public relations, 
business interruption, and computer data loss replacement 
— while third-party costs include damages related to 
defending civil lawsuits, and any resulting settlements or 
judgments. 

Most companies purchase cyber security and data 
privacy insurance to protect against financial loss; and 
they’re finding it meets their needs.

Not surprisingly, the #1 reason why companies report 
purchasing cyber security and data privacy insurance is 
to protect their business against financial loss. Among 
companies with $100 to $500 million in revenue, 68% 
cited this as a reason, while 89% of companies with more 
than $500 million in revenue cited it. The most common 
reasons given for purchasing this specialized coverage 
were: to protect their business against financial loss (74%), 
to protect shareholders (64%), and to help prepare for data 
privacy events (61%). 

Nearly half (44%) of those companies with cyber and 
data privacy insurance have had to file a claim with their 
providers, and nearly all (96%) companies filing a claim 
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companies consulted with a third party to develop their 
incident response plan.

However, one in five companies has not tested its incident 
response plan. And, nearly one in 10 companies that had 
to implement its incident response plan did so without 
testing it beforehand. Of the companies that used their 
plan to respond to an incident, 92% felt their plan was 
effective, but three in four (74%) said they needed to revise 
their plans after the incident. 

The importance of thorough testing cannot be over-
emphasized in order to expose critical gaps in the plan. 
Testing is also important from a regulatory perspective. 
When a cyber security incident occurs, regulators often 
start by requesting a copy of the organization’s incident 
response plan, and asking when the organization last 
tested it.

Network security risk planning
Leaked data is the top cyber security and data privacy 
concern, followed by hacking.

According to our survey, 35% of companies are concerned 
about leaking private data, while 25% are concerned about 
hackers. One respondent commented, “Private mobile 
devices may cause corporate data leakage,” reinforcing the 
increasing concern companies have about a “bring your 
own device” (BYOD) environment. Another commented, 
“I feel like we’re not so secure against third-party hackers 
who want to learn our secrets.”

Most companies have a plan that they’ve developed 
with third-party vendors, and have had to revise the 
plan after using it; yet some have not even tested it.

Our survey shows nine in 10 companies have a plan for 
responding to an incident, and the majority (85%) of these 
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Employee awareness training and corporate 
privacy policies
Some companies with more than $100 million 
in revenues still need to develop and train their 
employees on cyber security threats, and develop a 
corporate privacy policy.

In addition to testing, one of the biggest areas where 
companies can improve their preparedness is employee 
awareness training. Our survey showed that 27% of 
companies do not have an employee awareness training 
program for cyber security and data privacy; this number 
increases to more than 30% for companies with fewer than 
2,000 employees.

Of those companies that have training programs, such 
as annual certification, affirmative acknowledgement, 
and repercussions for failure to comply, 93% require 
training for all employees. This is a great start; however, 
the importance of training all employees is increasingly 
becoming evident. According to a 2015 Data Breach 
Industry Forecast by Experian, 59% of security incidents in 
the last year can be attributed to employees — human error 
and malicious insiders.2

Hackers are increasingly using targeted email phishing 
and spear-phishing attacks to trick employees into 
clicking on malicious links (e.g., installing malware). 
Hackers gain access to the computer system, explore 
the data, and identify the information that they want 
to steal, utilize, or potentially destroy. According to the 
2015 Verizon Data Breach Investigations Report, 23% of 
recipients now open phishing messages and 11% click 
on attachments. The report noted that the “common 
denominator across the top four patterns of incidents — 
accounting for nearly 90% of them — is people.”3

Corporate privacy policies are also critical. Our survey 
showed that 12% of companies do not have a corporate 
privacy policy, and of those that have one, nearly all 
(90%) report that they are in compliance with the policy. 
Companies should ensure that the policy is reviewed 
annually and updated, as needed.
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3.  Verizon’s 2015 Data Breach Investigations Report, April 2015.
 https://msisac.cisecurity.org/resources/reports/documents/

rp_data-breach-investigation-report-2015_en_xg.pdf

How can we help?
No matter what your industry, there are key steps that you 
can take to protect your organization, including:

• Develop and test an incident response plan, which can 
help create a defensible position 

• Develop a privacy policy and ensure that it’s followed
• Require all employees to take training on their 

responsibility for protecting data
Wells Fargo Insurance Technology, Privacy and Network 
Security Practice group’s knowledgeable and experienced 
brokers focus on network security and privacy liability 
every day. They can help you understand your specific 
exposures and recommend the customized solutions that 
are best for you. As a customer of Wells Fargo Insurance, 
you also will have access to the eRisk Hub®, a private, 
web-based portal that provides information and technical 
resources to assist customers with preparing for a network 
security or data privacy incident, and helps them mitigate 
both the monetary and reputational impact associated 
with a breach.

Wells Fargo Insurance has direct access to more than 25 
insurance carriers that offer comprehensive risk transfer 
options for network security and privacy liability, media 
liability, and network business interruption.

For more information, please contact your sales 
executive, or: 

Dena Cusick 
Technology, Privacy and Network Security Practice Leader 
704-553-6002 | dena.cusick@wellsfargo.com

This material is provided for informational purposes only based on our understanding of applicable guidance in effect at the time of publication, and should not be construed as being legal advice or as establishing 
a privileged attorney-client relationship. Customers and other interested parties must consult and rely solely upon their own independent professional advisors regarding their particular situation and the concepts 
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and any liability with respect to it, and any responsibility to update this material for subsequent developments. To comply with IRS regulations, we are required to notify you that any advice contained in this material 
that concerns federal tax issues was not intended or written to be used, and cannot be used to avoid tax-related penalties under the Internal Revenue Code, or to promote, market, or recommend to another party any 
matters addressed herein.

This advisory is for informational purposes and is not intended to be exhaustive nor should any discussions or opinions be construed as legal advice. Readers should contact a broker for insurance advice or legal 
counsel for legal advice.
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