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There are numerous 
examples of cyber- 
attacks where the 
bad actors find 
old data that is 
no longer needed 
sitting on databases 
no longer in use.

CYBER FOR HEALTHCARE

RELIANCE ON NETWORKS 
AND TECHNOLOGY
Computer networks, technological innovation, and the transition 
to electronic health records (EHR) are dramatically impacting the 
healthcare world and, in the process, are creating and/or expanding 
cyber security exposures for healthcare entities. Risks around networks 
and data are more pronounced than ever before due to rapid changes 

in technology, such as:

 • The centralization of data due to the 
mandated shift to electronic information

 • The ubiquitous use of smart phones 
and other mobile devices by healthcare 
professionals

 • The “internet of things” and its entrance 
into healthcare delivery. 

The importance of the availability, security, and integrity of healthcare 
computer networks, including the transactions they process and the 
data they hold, cannot be overstated, and organizations must consider 
the ramifications of a cyber-related incident. 

Did you know:

 • Covered entities under the HIPAA/HITECH regulations are having 
more and larger breaches – 40% reported more than five breaches 
and 59% of all business associates had at least one breach.

 • Criminal attacks are up 125% over the past five years with almost 
60% of healthcare data breaches malicious…but 70% of covered 
entities are most concerned about employee negligence.

 • 100% of respondents in a recent survey of healthcare companies 
reported experiencing an electronic incident, but one-third of those 
same respondents did not have an incident response plan.

 • The recent breach at Anthem exposed as many as 80 million 
healthcare records to cyber thieves. This event will be the largest 
healthcare breach to date, with costs estimated to be in excess 
of $100M.
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These incidents play out in a number of ways and 
result in a variety of damages – many of which can 
be insured. Key cyber threats or areas of concern 
that expose both the finances and reputation of 
healthcare include the following: 

Data Breach - PHI/PII

Along with retailers, the healthcare industry is and 
has been a huge target for data thieves. Numerous 
healthcare entities – from hospitals to insurers – have 
been hit by hackers resulting in large losses, HIPAA 
fines, and significant reputational damage. Due to 
the number of incidents and the attendant costs, 
network security and data protection have become 
key concerns within the healthcare industry.

Healthcare organizations are being targeted by cyber 
attackers because the information they can gather is 
more valuable than information they steal from other 
sources. Experts suggest medical information is up 
to ten times more valuable than financial information 
(like a credit card number) on the black market. As 
the industry transitions 
from paper records 
to electronic medical 
records (EMR), the risk 
of a large scale incident 
increases exponentially. 

Portable Devices/Internet of Things

Health care professionals are increasingly utilizing 
mobile devices to perform their duties – both in and 
out of the clinical setting – and are often using their 
own personal smart phone. These devices can be 
used to access data from multiple entities (a hospital 
system and a physician practice group, for example), 
are easily lost or stolen, and may not have encryption 
or other security enhancements – all compromising a 
healthcare company’s network and data security. 

Medical devices are also now susceptible to hack 
with things like insulin pumps or pacemakers having 
an IP address. The big risk here is to the patient 
rather than a network, though the National Institute 
of Standards and Technology recently suggested 

that infusion pumps pose a cyber-security threat to 
hospitals as they offer hackers an “in” to the rest of a 
hospital network. 

Network Interruption

Healthcare entities rely on networks to process  
claims, to monitor and manage patients, and  
to communicate with others in the healthcare  
delivery system.

The reliability and speed of these networks are 
essential to patient care and the ability of these 
entities to operate on a day to day basis. A system 
glitch, denial of service attack, or other network 

intrusion impacting a healthcare entity – 
or the industry in general – could have 
significant financial implications.

The healthcare industry continues to make 
huge investments in proprietary software 
and systems, leased or purchased 

software from others and leased services from third-
party vendors, including cloud providers. Cyber-
attacks on these systems could lead to degradation 
of network services and/or the inability to operate 
systems resulting in increased costs and lost revenue. 
Companies must understand where these systems are 
located, who is operating and protecting them, what 
data is located on them, by whom it can be accessed, 
etc. There are numerous examples of cyber-attacks 
where the bad actors find old data that is no longer 
needed sitting on databases no longer in use. 

Third-Party Vendors 

Like so many other industries, healthcare entities 
are increasingly using third parties to store, manage 
and process data. This poses all sorts of potential 
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About JLT

Jardine Lloyd Thompson (JLT) is the world’s leading 
specialty focused provider of insurance, reinsurance, 
and employee benefits related advice, brokerage and 
associated services. We provide our clients with deep 
specialist knowledge, advocacy, tailored advice, and 
service excellence. Our 10,600 experts worldwide are 
focused on our client industries and are supported by 
the second largest international placement network with 
unparalleled capabilities and resources in 135 countries.

 JLT Specialty USA is the U.S. platform of the leading 
specialty business advisory firm, Jardine Lloyd Thompson 
Group. Our experts have deep industry and product 
experience serving leading US and global firms. Our key to 
client success is our freedom to be creative, collaborative, 
and analytical while challenging conventions, redefining 
problems, creating new analytical insights, and exploring 
new boundaries to deliver solutions for each client’s unique 
business and risks.
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problems, including data security, segregation 
(dedicated cloud or shared environment?), movement, 
and liability issues. Many companies seek to impose 
their data security practices on their vendors and 
require audit rights to ensure compliance. Questions 
around liabilities and remedies for an outage or data 
breach are extremely important. 

Because the HITECH Act rules made HIPAA 
business associates – basically any person or entity 
providing services to a HIPAA covered entity – into 
a covered entity, and because of imposition of 
liability by contract from hospitals and insurers to 
hosting companies, payment processors, and other 
vendors, vendors in the healthcare space have 
unique responsibilities around data security and cyber 
liability. These companies are also exploring cyber 
and E&O coverage and higher limits. 

Regulation

For healthcare entities, HIPAA set national standards 
for the security of electronic protected health 
information, and HITECH helps govern enforcement 
and liability. Under HITECH, mandatory penalties 
are imposed for “willful neglect,” and State Attorneys 
General, in addition to the Office of Civil Rights, are 
allowed to conduct investigations and bring actions. 
In 2013, the most recent year for which data is 
available, OCR had 
14,300 resolutions 
of privacy/security 
rules resulting in 
4,463 investigations 
and leading to 3,470 
instances where 
corrective actions 
were obtained.

In May 2014, 
New York and 
Presbyterian Hospital (NYP) agreed to pay OCR 
$3.3M to settle potential violations of the HIPAA 
Privacy and Security Rules and Columbia University 
agreed to pay $1.5M out of the same incident, 
involving the ePHI of only 6,800 patients.

Insurance 

Cyber threats are real in this space, and proactively 
addressing cyber concerns is essential to 
organizations in this industry. Cyber insurance can 
solve many of these issues, and forward-thinking 
companies are utilizing these policies as part of a 
holistic and proactive cyber risk management plan. 
JLT’s talented Cyber/E&O Practice brings years of 
experience around these issues and a unique process 
to help you assess and map your exposures, prepare 
for an incident, and then properly insure risks. We are 
building a consortium of leading companies around 
all aspects of the cyber challenge to create innovative 
solutions for our clients.
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